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ABSTRACT

Phishing remains one of the most dangerous threats to internet users and organizations today since it utilizes
spoofed websites to coax users into revealing their data. This paper focuses on the effectiveness of algorithms
in detecting such abusive websites. It goes on to analyze the dataset of phishing and non- phishing URLs
providing explanatory attributes such as domain registration date, URL length or the existence of HTTPS.
The models studied include Decision Tree, Random Forest, and Support Vector Machines. The results found
that the Random Forest algorithm had the best performance of 97 % in terms of classification accuracy, and
Support Vector Machines performed the best in terms of generalization accuracy with precision and recall
values of 0,92 and 0,95, respectively. The study investigates feature selection and determinants of URL
structural features which are crucial in determining the efficiency of detection. Also, to enhance model
assessment the stratified 10-fold cross-validation technique was performed to reduce bias and variance.
These Results show the prospect of One Layer Neural Networks as a tool to improve Phishing Detection
Systems and help to provide low-cost and fast solutions for current or future cyberspace struggles. This work
aims to increase confidence in online security applications against modern phishing methods. The proposed
modifications will help strengthen counter measures against phishing attacks in a shifting technological
context while also working towards sustaining the organizations and thus require further inquiry into the
facets such as the applicability of sophisticated artificial intelligence techniques the use of useful yet diverse
sets of data and the incorporation of explainable intelligent systems.

Keywords: Phishing; Website Detection; Machine Learning; Feature Extraction; Cybersecurity.
RESUMEN

El phishing sigue siendo una de las amenazas mas peligrosas para los usuarios de Internet y las organizaciones
hoy en dia, ya que utiliza sitios web falsos para engatusar a los usuarios para que revelen sus datos. Este
articulo se centra en la eficacia de los algoritmos para detectar estos sitios web abusivos. A continuacion,
analiza el conjunto de datos de URL de phishing y no phishing proporcionando atributos explicativos como la
fecha de registro del dominio, la longitud de la URL o la existencia de HTTPS. Los modelos estudiados incluyen
el arbol de decision, el bosque aleatorio y las maquinas de vectores de apoyo. Los resultados mostraron que
el algoritmo Random Forest obtuvo el mejor rendimiento en términos de precision de clasificacion, con un
97 %, y que las maquinas de vectores de apoyo obtuvieron los mejores resultados en términos de precision

© 2025; Los autores. Este es un articulo en acceso abierto, distribuido bajo los términos de una licencia Creative Commons (https://
creativecommons.org/licenses/by/4.0) que permite el uso, distribucion y reproduccion en cualquier medio siempre que la obra original
sea correctamente citada


https://crossmark.crossref.org/dialog/?10.56294/gr202591
https://doi.org/10.56294/gr202591
https://orcid.org/0000-0002-3522-6689
mailto:malzboon@jadara.edu.jo?subject=
https://orcid.org/0000-0002-9341-1727
mailto:albatah@jadara.edu.jo?subject=
https://orcid.org/0009-0001-9103-2002
mailto:malqaraleh@zu.edu.jo?subject=
mailto:faisalalzboon@ciu.edu.ge?subject=
mailto:lujin.m.s.alzeboon@ciu.edu.ge?subject=
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.56294/gr202591
https://orcid.org/0000-0002-7811-2470
mailto:malzboon@jadara.edu.jo?subject=

Gamification and Augmented Reality. 2025; 3:91 2

de generalizacion, con unos valores de precision y recuperacion de 0,92 y 0,95, respectivamente. El estudio
investiga la seleccion de caracteristicas y los determinantes de las caracteristicas estructurales de la URL,
que son cruciales para determinar la eficacia de la deteccion. Ademas, para mejorar la evaluacion del modelo
se aplico la técnica de validacion cruzada estratificada de 10 veces para reducir el sesgo y la varianza. Estos
resultados muestran las perspectivas de las redes neuronales de una capa como herramienta para mejorar
los sistemas de deteccion de phishing y ayudar a proporcionar soluciones rapidas y de bajo coste para las
luchas actuales o futuras en el ciberespacio. Este trabajo tiene como objetivo aumentar la confianza en las
aplicaciones de seguridad en linea contra los métodos modernos de phishing. Las modificaciones propuestas
ayudaran a fortalecer las contramedidas contra los ataques de phishing en un contexto tecnologico
cambiante, mientras que también trabajan para sostener las organizaciones y por lo tanto requieren una
mayor investigacion en las facetas tales como la aplicabilidad de técnicas sofisticadas de inteligencia artificial
el uso de conjuntos Utiles pero diversos de datos y la incorporacion de sistemas inteligentes explicables.

Palabras clave: Phishing; Deteccion de Sitios Web; Aprendizaje Automatico; Extraccion de Caracteristicas;
Ciberseguridad.

INTRODUCTION

As the world becomes more digitalized and people become more reliant on the internet for communication
and transactions, phishing has become a great threat to users, organizations, and corporates across the globe.
Phishing is considered a type of cybercrime and involves the conning of users by convincing them to provide
sensitive information, including usernames, passwords, and financial details. It is done by cyber criminals
masquerading as trusted entities. These impersonated entities exploit the provided information for malicious
and financial purposes. Considering the rapid advancement in phishing tactics - advanced email campaigns,
social engineering techniques, or deceptive websites - the need for effective detection and prevention strategies
is becoming apparent.:?)

Phishing attacks are extremely dynamic and continue to evolve, which is why conventional methods such
as email filters and blacklists are not ideal or effective. Blacklists are not enough to address and eliminate
the new threats that arise, and although they are easy to implement, they are not reliable in detecting newly
created phishing websites. On the other hand, there has been a shift regarding cybersecurity with machine
learning algorithms becoming more mainstream as they offer the ability to scout through large datasets, detect
patterns, and make predictions, it allows for real time detection of phishing sites, this greatly enhances the
responding ability of cyber specialists. %

The goal of this research is to empower users against scams and fortified borders against the interference
of hackers through the use of machine learning to help detect phishing websites.

Research relies on Decision trees, random forest, and support vector machines algorithms to analyze a
features set that include; content and structural, of a domain to enable it to differentiate between a phishing
domain and a website. By conducting attribute extraction and evaluation through a machine learning model,
such an entity can be preemptively flagged invasive in nature due to the algorithms ability to determine many
factors out of the small access granted to it.®®

Sharma et al. argues that the practical consequence of this model is found in the means of addressing the
growing problem associated with phishing in a highly digitalized, connected world, this allows them or her
to elevate their understanding and even adapt their approach of solving a phishing problem as a knowledge
base is fundamentally constructed. This approach enhances the security sphere by allowing access to a better
comprehension of the issues surrounding phishing and addresses the issue directly through the systematic and
data oriented approach. Also, through an evaluation of how effective different machine learning algorithms
are, he/she is able to evolve the accuracy and efficiency of the detection systems to be much more advanced.
(7,8,9)

Having examined the role of machine learning in combating phishing, as well as in protecting sensitive
information, this work contributes to the problem of developing the best methods of ensuring cybersecurity
best practices. With the use of machine learning algorithms, there has been empowerment to help individuals
and organizations avoid loss of sensitive data and online wealth. Essentially, this research not only expands
on how such types of technologies work, but the new solutions or styles that can be applied to such problems
further expands onto it greatly.

RELATED WORK

The most pertinent danger in the online arena today is presented by those Fake websites that are aimed at
revealing sensitive personal or financial details by tricking the useful individuals. This research focuses on the
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performance of distinguished machine learning algorithms using Random Forest, LightGBM, and XGBoost for the
problem of fake website detection. The algorithms were trained and evaluated using a categorical database
consisting of benign, defacement, phishing, and malware websites along with some metadata features. It was
concluded that Random Forest achieved the best results with an accuracy rate of 97, which was better than
LightGBM which achieved a rate of 96 percent and XGBoost which achieved 96,2 percent. The paper shows
the great potential of ensemble learning algorithms when testing a fake website and suggests the prospects of
development in order to increase their effective resistance against various computer attacks.

In the past, URL structure, webpage content, and external features have often been integrated in the
traditional methods of phishing detection, whereas the inclusion of machine learning for URL generation has
attracted great attention as it constellates the novel URLs into phishing websites with considerable precision.
Although the webpage, along with features embedded in them, can be examined, the method requires an
exorbitant amount of resources which renders it ineffective in devices with moderate computational power.
To ameliorate the problem, this paper suggests feature selection techniques aimed at URL characteristics to
optimize detection. The methodology encompasses seven stages, encompassing data preparation, preprocessing,
splitting the dataset into training and validation, feature selection, 10 fold cross validation, validation, and
performance evaluation. ("2

The developed method was evaluated using two publicly available datasets. Certain parameters, TreeSHAP
and Information Gain, were employed for feature ranking and selection in order to consider the 10, 15 and 20
features most suitable for the task. The features which were selected were embedded into three classifiers,
Naive Bayes, Random Forest and XGBoost, which were then evaluated based on factors like accuracy, precision
and recall. The results derived from the study indicated that features ranked by TreeSHAP showed considerable
improvement in detection accuracy. It was noted that XGBoost was best setup with first dataset with 15 features
achieving an accuracy of 98,59 %. Meanwhile, Random Forest achieved a maximum accuracy of 90,21 %. (3141

With the help of the first dataset, Naive Bayes maximally performed at a level of accuracy equal to 98,49
%. These results confirm the usefulness of the URL based feature selection techniques towards identifying more
phishing websites thus rendering more efforts that aim to improve cybersecurity effective.(®

Phishing is still a danger to internet users today as attackers continue to devise new methods for tricking
users into surrendering confidential information or installing software. Phishing sites have been identified using
heuristic and blacklist methods but the most these methods have been severly ineffective as perpetrators have
been always adapting defensively. This paper outlines an approach that combines natural language processing
(NLP) with machine learning techniques to classify URLs, partially addressing the phenomena of URLs as phishing
websites. The approach begins with arms URL elements NLP tools to perform domain-related factors. All these
features then go on to train a set of supervised and unsupervised machine learning models such as logistic
regression, support vector machines (SVMs), random forests and ensemble techniques. A large dataset of both
benign and phishing URLs is used to evaluate model accuracy using accuracy, precision, recall and F1-score as
evaluation metrics. (171819

Results emphasize the combined NLP and machine learning techniques are better than the traditional
techniques of phishing detection as they achieved an accuracy more than 95 percent. Observing the most
distinctive characteristics gives emphasis on the URL's semantic and lexical components which are key in
interpreting the websites, whether they are legitimate or under buzzing. In addition, the method has good
potential for detection of unknown phishing attempts, indicating that they can be of great use in combating
cybercrime. This research adds to the existing literature on the use of new technologies in cybersecurity by
providing a practical framework for building effective phishing detection systems. The findings of this study are
significant in strengthening the defenses of users and organizations of the Internet against phishing attacks.?”

Phishing continues to be a burning issue, utilizing a web page built on trust to obtain sensitive and personal
information of the marks. The core objective of different phishing URLs sites is to get such confidential info as
login details, banking, and various other credentials. Offenders create such pages whether in sounds or visual
to the respective users without them knowing. The trends of technology are changing “file shooting” methods
of phishing are becoming more advanced. Burns emphasizes that vise-versa leads to the need to use strong anti-
phishing measures for detection and prevention purposes. Aside from these, Machine learning comes across as
a useful weapon in the never-ending war of sorts against phishing attacks. Herein we present five novel URL
analysis machine learning algorithms which aid in further enhancing the phishing detection performance. It is
worth noting that the norm accuracy of the standard method is an average of 94 % accuracy level, while our
approach is approximately 95,235 % Our ensemble of classifiers includes Random Forrest classifier, Adabost
classifier, XGBoost classifier, support vector machine and gradient boosting classifier. It is also worth noting that
the random forest classifier is the most powerful classifier with broad applicability among the models we used
because of its accuracy rate. This study demonstrates how phishers in such threats can be tackled with the help
of necessary and appropriate machine learning techniques. The possibility of integrating machine learning into
the cybersecurity measures to protect against different forms of phishing schemes is brought forward by the
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results of the proposed methods which showcase the improvement on the detection accuracy. @

Phishing tactics target weaknesses in systems designed by people. Since many cyber attacks use tactics
that take advantage of users, people are the most susceptible part of the security system. The complexity of
the phishing problem and the lack of a universally effective remedy has led to a variety of measures against
different types of attacks. This text aims at providing a general overview of the strategies against phishing that
are comonly used followed by a discussion of these strategies, to put it in the context of detection of phishing
emails, offensive and cyber defense, remediation and prevention. @

In the context of the worsening cybercrime plague of phishing, this research attempts to utilize a machine
learning approach. In particular, the research builds a predictive model that is supposed to distinguish between
fake phishing sites and genuine ones using several pieces of information gathered from URL, address bar, domain,
and web page contents. In their analysis, the authors employ six prominent machine learning algorithms:
Decision Trees, Random Forest, XGBoost, Deep Learning, Autoencoder Neural Networks, and Support Vector
Machines. Interestingly, the algorithm that performs best of the several algorithms is the Multilayer Perceptrons
algorithm which boasts a commendable accuracy of 86,4 % in regard to the provision of phishing websites. This
effort also gives the required impetus for progress in cybersecurity and enables people to do something positive
about phishing, which is becoming a serious threat in our internet-saturated world.

International internet users are still in more danger than ever as they are being targeted by phishing emails,
text messages and social media rays to taps on mischievous links. The hackers target sensitive information such
as usernames, passwords and credit card details with the goal of selling them or transacting them for other
crooked venues. This is a ubiquitous problem since multiple phishing attacks take different forms; consequently,
machine learning supports different solutions targeting websites prevention from phishing attacks. They are
URL based and even content where the differences in effective performance are notable. The hybrid strand of
phishing detection proposed in the research is termed ProAgg and its core methods employ machine learning
techniques and real-time websites URL scanning alongside content deconstruction, pages and domains analysis.
The designers also chose to develop this system as a browser plug-in hence making it available to users as they
navigate across various sites, promptly notifying them of potential phishing threats. However, the framework
considerably decreases false positives whilst increasing the efficiency of the systems by utilizing a variety
of techniques including, but not limited to, blacklist detection, whitelist filtering, and integrated machine
learning. @425.26)

Additionally, suggestions from users are integrated in the framework hence promoting accuracy in phishing
website detection by improving probability estimator over time.

Mispelling Defined Usage of potential phishing sites to further augment accuracy increases is included within
this iterative strategy where users can report such sites to the system. The study’s contribution in this area
is its ability to detect phishing in real time and protect users from being victimized by phishing attempts
The employment of machine learning algorithms together with user feedback indeed allows for the current
system to remain up to date and resilient against new threats which in turn also increases its effectiveness in
addressing new ones.?”

Attacks regarding phishing continue being an important issue when it comes to consumer protection and
breach of privacy as well as security in cyberspace. Phishing attackers make use of malicious websites which
copy a genuine site in order to fraudulently steal sensitive information such as log in details and even financial
information. This paper reviews some of the machine learning techniques on classifying phishing websites
including decision trees, logistic regression and the multinomial naive bayes. In addition, the memorandum
examines the potential of embedding such models within web browsers and security devices so as to effect
protection from phishing in real time. These findings help in increasing the security measures put in place on
the internet, strengthening the integrity of user data and reducing the harmful effects which may be brought
about by phishing attacks in the cyberspace.®®

The United Nations reports indicate that the internet usage and reliance have dramatically increased in the
past few years. Such alarming growth rates bring with them security concerns regarding several forms of online
malicious activities, one of which is Phishing Scams. With this increasing concern of security in mind, traditional
anti-phishing systems remain outdated and inadequate against malicious entities. Thus the purpose of this
paper is to aid in filling this gap using real life data by proposing a new automated anti-phishing system that
leverages machine learning. The paper is well constructed and the aim has been met successfully because they
have used a combination of well assembled authentic websites and phishing websites that showcase potential
diverse attack strategies and vectors to optimize for. By utilizing ensemble models, the task of differentiating
familiar or novel phishing attacks has been done with ease. The real time functioning of the Gujarati system is
projected to help in early detection of new phishing scams. In addition to that the system has shown to require
minimal resources and system power which will ensure smooth multi platform performance.®

Phishing refers to a more common approach used to trick users into giving out personal information through
fake websites, these websites enable the theft of passwords, usernames and customer information related to
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online transactions. Phishing threatens have become prevalent in today’s fast paced technological world and
so it is highly important to integrate powerful antiphishing tactics so that such evildoing can be detected.
Considering the amount of data unscrupulous criminals have acquired, it is unsurprising to see talk of the fact
that anti-phishing measures are practically useless in most scenarios. Today’s strategy of ML is doing great
work here. Phishing scams are very common and attackers tend to click on false links that look real, quite an
efficient way to bypass basic computer security. Numerous reports have been proffered regarding the usage
of fake websites and emails to spam unsuspecting victims all over the world with malicious links, logos, fake
messages and other related elements. Further, in this proposal, | will focus on the features of sophistic scam
domains, which are designed to imitate legitimate websites. Additionally, it analyzes how language and text
analysis combined with ML can assist in addressing this and other prominent questions. %

The alarming increase in cybercrime demonstrates the vulnerability of both financial and personal information
especially in an era where there is a widespread setting up of e-commerce enterprises which is fueled by the
internet. In an environment where there is an increase of sophisticated and hidden phishing activities, there
is an urgent need of employing advanced detection tools. Applying M.L algorithms which combine information
from several sources, such as the URL of the website, search engines, and other websites, is promising as it aids
in determining if a website is a phishing one or not. This study approaches supervised ML methods, such as SVM,
RF, DT, LR, KNN, GB, and AdaBoost used in the assessment of phishing websites. After carrying out the training
of these ML models, the best-performing model is implemented using Streamlit ensuring that users can evaluate
the reliability of websites before visiting them. @

In today’s world, phishing attacks have escalated to a new level, to be precise they hit a whole new ceiling
as people started switching to web-based platforms for shopping, banking, etc. Phishing attacks constitute fake
websites that target authentic platforms to get hold of sensitive information such as login ids and credit card
information. Imitating a phishing website with a real one is intricate simply because of the similarities in visuals
and other aspects of the site, so it is hard to distinguish between the two. Various other factors which consist
of the length of the URL, some additional characters like the presence of “@”’, double slashes which serve as a
mean of redirection and existence of a subdomain assist in designating a website as a probable threat. Any of
these implications don’t surely make a site a phishing site; it just means that the site has some legitimacy to it.
Phishing attacks and legitimate sites can be differentiated through machine learning algorithms, they assist the
system by analyzing various features or patterns and provide an outcome in which the websites are classified.
This system assists in preventing phishing attacks, and are very real time, it also fosters an environment where
people can take measures to protect themselves against such threats. Manually detecting phishing emails is
now obsolete due it being exclusively ineffective, for a normal user and for corporates, especially with the
numerous phishing emails now flooding the internet. 2333439

As a means of augmenting information protection in a digital context, one method of response to this
expansion of cyber threats is to adopt machine learning algorithms that combat phishing attacks at scale.®

METHOD

This study uses a collection of real and fake URLs to create models of machine learning and in turn validate
those models. Domain age, length of the URL, availability of HTTPS, and the reputation of the domain are some
of the variables that are extracted and computed from the URLs through feature extraction techniques. The
machine learning models developed comprise Decision Trees, Random Forest and Support Vector Machines,
which work to classify a URL in terms of legitimacy. In order to evaluate the effectiveness of each algorithm
in detecting phishing websites, performance metrics such as accuracy, precision, recall, and the F1 score are
applied. 37:38.39)

RESULTS AND DISCUSSION

Elaborating further on their findings, it should be noted that phishing websites pose significant threats
to cybersecurity, however, the experimental results showcase the abilities of machine learning algorithms
to identify such websites with greater accuracy. As noted in the study, the Decision Tree Algorithm and the
Random Forest Algorithm achieved an accurate rate of 95 % with the remaining algorithm reaching upwards
of 97 %. The Support Vector Machines on the other hand possessed a precision of 0,92 and recall of 0,95. Such
a performance indicates that machine learning can indeed aid in phishing website remediation and limit the
extent of cybercrime. The research also seeks to focus on the limitations and strengths of different algorithms
and provides strategies to enhance overall model efficiency for real world use cases. “04)

Test and Score

A significant aspect of machine learning is the test and score evaluation, as it facilitates the understanding
of the efficacy and stability of the predictive models built. Typically, this is done by first dividing the dataset
into training and testing sets to ensure that the model performs well on data that the system hasn’t seen
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before. One widely used practice is stratified 10-fold cross-validation which segregates the dataset into ten
equal sections while still keeping the target class ratio intact (e. g. class 1 in classification problems). The
model is trained on nine partitions and the one left out serves as the testing data. This is done on each of the
ten partitions ensuring that bias and variance is reduced during evaluation.

These include accuracy, precision, recall, F1-score as well as ROC-AUC, and they are all measured during
this phase for the purpose of giving the most holistic game during the evaluation of the model. For instance,
accuracy indicates the percentage of correct predictions made by the moodel, while precision indicates the
ability to discriminate the true positive cases from the total positive predictions made and recall measures the
capability of not missing the positive cases. The F1-score considers both precision and recall and gives a single
score indicating performance.

In order to reinforce and enhance the evaluation process and a confusion matrix is employed to demonstrate
the interrelation between true and false positives and negates aiding the researcher to improve on the model
and eliminate the biases present.

Test and score evaluation’s major aim is to validate the reliability of a model, and it’s suitability in real life
applications is what test and score evaluation looks for. Through extensive evaluation, researchers can enhance
the functionality of a particular model by testing its performance, iterative alterations reduce the error which
allows for enhanced accuracy in prediction. This stage moreover enables meaningful comparisons of various
algorithms and other methods to apply to the issue at hand. All in all, test and score evaluation is an important
part of the process of developing effective and accurate algorithms.

Target class: None, show average over classes

The results reflect a correct understanding of the topic as the five machine learning models were put to test
using the Neural Network throughout the process of applying stratified 10-fold cross-validation and the output
was obtained for all classes (figure 1).
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Figure 1. Target class: None, show average over classes

The models developed in this experiment were trained on a diverse range of datasets in which previously
unseen data was also used. Para 703 mentions training an AUC of up to 0,994 with a classification accuracy (CA)
of over 94 %, and a touch on an F1-score of 0,967 the model was quite sufficient in establishing strong trade
relations. Once again, full faith can be placed on AdaBoost, Stochastic Gradient Descent, and the CN2 Rule
Induction model which adds up to a precise precision and recall of 0,964. As highlighted in para 703, the hover
lag can be expected from SVM with an average of 77 %, and an even lower MAT in certain coarse databases.
All in all we can see that Neural Networks tend to outperform and predict ‘A’ by satisfying the parametric
equations with utmost diligence and governance. Taking into consideration all of the above facts, it is safe to
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say that Random Forest and Gradient Boosting may be deployed in practice, as the planning and architectural
studies conducted show positive results. Logistic Regression and Naive Bayes are also suggested, but they are
slightly less efficient and need less computation power. As for kNN, it is provably unsatisfactory as it does not
withstand the needed results. This only restates and accentuates the point that Pull is really good at externals
making use of this dataset while kNN does not stand close to the desired performance expectations.

Target class 1

The models under consideration (figure 2) have been observed over the target class 1, performance metrics
such as accuracy and prediction consistency have been evaluated for five models of machine learning and are
being presented here with the metrics set differentiating the participating models with the help of stratified
10-fold cross validation. It is clear that Neural Network was superior over other models, as the model managed
to achieve an AUC of 0,994, classification accuracy (CA) of 0,964, F1-score of 0,967, precision, recall, and MCC
of 0,961 0,974 and 0,927, respectively further suggesting that the Neural Network model is well suited for the
class and possesses strong prediction and generalization capabilities for the class. AdaBoost followed with a
strong performance, managing a model’s AUC of 0,947, CA of 0,948, and an F1-score of 0,953 with precision and
recall of 0,951 and 0,955, respectively with an MCC of 0,894.

Stochastic Gradient Descent also fared well, racking up an AUC of 0,921, CA of 0,924, 0,932 in the F1 score,
and a staggering 0,846 in the MCC; this establishes Stochastic Gradient Descent target class management
efficiency. Moderate performance was displayed by CN2 Rule Induction, with an AUC of 0,957, a CA of 0,9, and
an F1 score of 0,908; despite this, the MCC of 0,8 indicates there is a degree of difficulty in determining the
relations of the data. The SYM model depicted the worst results, with an AUC of 0,855, a CA of 0,773, F1score
of 0,792, and MCC of 0,541 which leads us to believe there can be other models best suited for the task. In
general the neural network was found to be the most consistent and accurate model in predicting the target
class, and AdaBoost and Stochastic Gradient Descent were also performing closely.
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Figure 2. Target class 1

Target class -1

The figure 3 illustrates the comparative results of five machine learning models on target class -1, based
on the stratified 10-fold cross validation, evaluated on a metric of predictive accuracy and validity. All these
achievements indicate a strong relation of the Neural Network’s output to the target class as it achieved an AUC
of 0,994, a CA of 0,964, F1 score of 0,959, precision of 0,967, recall of 0,951 and MCC of 0,927 almost or above
all 10 percent threshold mark for successful generalization and prediction for the target class.

To some extent it was quite consistent to expect these results from AdaBoost as well, as it has been
consistently delivered encouraging results for the CA of 0,948, F1 score of 0,941, precision 0,944, recall 0,939,
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contributing towards AUC of 0,947 along with MCC of 0,894 for this task. Stochastic Gradient Descent also
offered competitive results with an AUC of 0,921, CA of 0,924, F1 score of 0,912, precision and recall values of
0,927 and 0,9 respectively along with a MCC of 0,846.

The CN2 Rule Induction displayed moderate performance with achieved AUC of 0,957, CA of 0,9, F1_score of
0,891, precision of 0,87, recall of 0,913 and MCC of 0,8. On the other hand, SVM has least scores, achieving the
respective AUC of 0,855, CA of 0,773, F1_score of 0,749, 0,738 for precision, 0,759 for recall and MCC of 0,541
making it more less appropriate for usage on this dataset. To conclude, the Neural Network was the most robust
model whilst AdaBoost and Stochastic Gradient Descent provided good results, whereas the CN2 Rule Induction
and SVM models were limited in terms of capturing the target class in a better scope.
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0

AdaBoost CN2 Rule Induction Stochastic Gradient Neural Network
Descent
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Figure 3. Target Clase -1

ROC Analysis
Target class 1

The ROC performance curve shown in the image plots sensitivity (True Positive Rate) against false-positive
rate (1-Specificity) which allows to check the performance of multiple models. The insights from this analysis
which are outlined in the subsections below are very important for understanding the model differentiation,
performance differentiation and their comparative assessment.

Model Differentiation- is evidenced by the position of the curves on the graph. Curves which are closer to
the upper left corner of the graph have better performance in the ability to correctly classified respondents as
being positive, high true positive rate and low false positive rate, which is a necessary condition. Also, models
with a higher Area Under Curve AUC do better than models with lower AUC values as AUC indicates a measure
of classification accuracy of a model.

Performance Levels: The models also vary in the performance levels such that the model with the best
predicted power shows a curve that is close to the upper left-hand corner and has AUC of about 1,00. On the
contrary, the models with curves that are close to the diagonal with AUC 0,5 perform better than random
guessing but generally have low discrimination ability. some models at the mean being between 0,7 and 0,8
which means moderate reliability is present but effectiveness is below an optimal level.

Evaluative Comparison draws the line between models as far as performance is concerned. For example, a
curve with an AUC of around 0,554 displays a significantly low trajectory, thus indicating that this model fails
to distinguish between positive and negative classes effectively. On the other hand, mid-range models show
moderate performance levels as well by exhibiting reasonable reliability, but these models fall short of being
classified as predictive deep web search engines.

We recommend that insights be taken at a macro level owing to the shift in curves as a result of poor
performance by the models, this explains the differences between the models. If left uncorrected the
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underperforming models can leave gaping holes because of the differences they cause in the data.

Generally, this analysis points out that AUC is one of the metrics that can be used to relate to one model to
another when aiming to make measures. As a guide, it suffices to note as the aim seeks at identifying a model
with not only an optimal sensitivity but also possessing a minimal number of false negatives to thus ensure the
classification performance is generated.

1.0

0.5

0.6

0.4

TP Rate (Sensitivity)

0.z

0 0.2 04 0.6 0.8 1.0

FP Rate (1-Specificity)
Figure 4. ROC Curve for Target Class 1

Target class -1

The second ROC curve plot shows how true positive rate versus one minus specificity appears for each
model, looking at sensitivity on the y-axis and false positive rate on the x-axis. The analysis evaluates how
robust these models are along with the suggestions made by yours in the f\further enhancement of the models.

The Performance of Models is defined by how close their curves are to the upper-left corner of the plot.
Models signified by the orange and green curves lie in the dominant region with a combination of as you can see
high sensitivity and a lower false positive rate, which results in an AUC as commendable and ease classifying
support vector results. These types of models are endorsed for use in operational spheres that necessitate firm
division between the classes.

As it curves anti clockwise it attains models that do poorly hence These models are represented by curves
which are closer to the diagonal line. For example, the curve in pink achieves an AUC of maturational forty-
eight which is the best case and ideal case of random guessing. Another curve represented a percent AUC of
forty-four nines or about reconstructing the model in the right fit necessary to meet discrimination ability. This
showcases a major flaw in the design and set of features for the model thereby hindering its effectiveness.

Models symbolized by the blue curve do moderate performances and lie within the boundary of the diagonal
and best performing curves. It’s not the optimal performing model but it can try to reach enhanced parameters
or even a better selective training technique.

Insights from the analysis provide strong evidence of heterogeneity among the models which can be traced
back to their level of generalization and classification efficiency. Tasks necessitating high sensitivity and
specificity are best suited for the models positioned towards the upper left corner which translate into high
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sensitivity and specificity metrics, whereas models located close to the diagonal are suggestive of inadequate
supervision on the data or flaws in the design of the algorithm.

It is advisable that model refinement commence with those shades located towards the upper left corner
such as the green and orange models as they have outperformed others. Such models include the pink and the
lower blue curves which have been identified as low performers and, in this case, there must be a re-evaluation
of the data, features or even the design of the algorithm is critical. Moderately performing models would
require hyperparameter optimization and the use of novel techniques for feature engineering. This analysis
further demonstrates why AUC can be emphasized as an important metric for the comparison and evaluation of
models which essentially helps with determining the best one to use.
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Figure 5. ROC Curve for Target Class -1

Confusion Matrix

The bar graph depicts the estimation of machine learning models such as AdaBoost, CN2, SVM, Gradient
Descent, and Neural Network about class 1 and class -1 and their combined estimation (). Moreover, the
graphical analysis considers the relative accuracy, reliability as well as the distribution of the models.

As for Class 1 Predictions (Blue Bars), it is evident that all the models of focus manage to predict the said
class albeit with different accuracy levels. For models such as the Neural Network and Gradient Descent, they
receive the greatest prediction for class 1, which is a mark of their capability in homeostasis. On the other
hand, SVM models appear to receive very low predictions for this class.

The predictions for class -1 (Orange Bars) on the other hand demonstrate that the Neural Network and
Gradients Descent models work well in this area as well as possessing a fair class prediction proportion.
However, SVM still accounts for a class -1 prediction percentage that is considerably lower, suggesting that
SVM'’S prediction performance has increased. Lastly, the category of CN2 managed to attain morbid prediction
counts suggesting poor performance for such a class.

Both aggregated classes have been filled in, with the use of aggregated predictions represented with grey
bars, Neural Network and Gradient Descent algorithms have received the highest votes indicating their strength
and qualitatively fitting them. In the measure of the aggregate SVM registers the lowest scores as expected,
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which further emphasizes its weakness.

With respect to prediction reliability, error bars are indicative as Neural network and Gradient Descent
models depict lesser error bars making them more robust and confident of their predictions as compared to SVM
which depict a larger error bar suggesting lesser reliability.

From the analysis one may conclude that the strongest models are the Neural Network and the Gradient
Descent, which are quite balanced, giving similar predictions for both classes and consistently accurate ones
as well. On the other hand, SVM performs quite poorly predicting quite low values and having high variability,
which appears to be unsuitable for this task. AdaBoost and CN2 have performed moderately, but in both these
models’ class one and class minus one prediction have slight distortions.

One suggestion would be to consider utilizing the Neural Network and Gradient Descent algorithms on other
models to enhance their performance or better yet deploying or optimizing them. This problem cannot be
solved without a proper retraining of SVM or tuning it up. Moreover, a proper investigation into how AdaBoost
and CN2 can better the hyperparameters and data distribution has to be conducted in order to enhance the
performance and reliability of these models.“
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Figure 6. Confusion Matrix

CONCLUSION

The results of this study demonstrate the effectiveness of machine learning in countering cyber threats
of the type discussed. Phishing attacks constitute an ever-present but fluid danger to users seeking to access
controlled platforms, by making use of rogue websites designed to look like real ones. In this investigation,
several models of machine learning were analyzed: Random Forest, Decision Tree, Support Vector Machines,
Gradient Boosting and Neural Networks, with a view to determining which of these would be able to accurately
identify phishing websites. From them, Neural Network model achieved the best scores on most sets of metrics:
AUC equal to 0,994, and classification accuracy of 96,4 %.

This study also underlines the relevance of feature selection in the detection process by considering URL
length, HTTPS existence, and domain age as notable factors in determining whether a website is genuine or
fraudulent. The Random Forest algorithm surfaced as another strong competitor attaining 97 percent, thus
confirming its effectiveness in performing the phishing detection task. The models were made more generalizable
due to the application of stratified 10-fold cross-validation which limited bias and variance.

The machine learning’s capability of providing scalable and real time systems for phishing detection makes
this exciting research paper. The algorithms deployed single out practical solutions that target the ever-evolving
tactics of phishing. It also discusses how machine learning plays a part in reducing false positives and enhancing
the recall statistics hence both the people and organizations can deal with cybersecurity problems adequately.

However, there are few caveats to this bill owing to factors such as inclusive bias and the detection coverage
could benefit from larger feature sets. Other future directions include the application of deep learning models,
expanding the dataset diversity to facilitate robust models, and explainable artificial intelligence so that trust
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and transparency in phishing detection models are cultivated. Participating in ensemble methods and applying
feedback mechanics to improve performance and tracking of new threats may also be beneficial to the project.

In conclusion, this research shows the possibility of overcoming the problem of phishing attacks utilizing
machine learning. There is a progressive enhancement in the security of systems through the Mason system as
it tackles the problem of phishing in all three, unity, complexity, and reality phases. These techniques not only
bolster the protection against phishing but also reinforce the functions in the into the general cybersecurity
paradigm.
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